t*<n md Hp 



# 


Hits 


Search Ouprv 


DBs 


Default 
Operator 


Plurals 


Time StamD 


si : • 




C'4813q24 H ).PN.. : ; 


USPAT; : . 


ORJ:;- :: -- 


OFFpiA 


200^/07/0815:32 








USOCR V!;: 








S2 


87 


((multiple or plural$3 or second or 
othert near2 Droces^or42^ with 
cryptograph$2 


US-PGPUB; 
USPAT; 
EPO; JPO; 

HFDVA/FMT* 
UCKVVCIN 1 f 

IBM_TDB 


OR 


ON 


2005/04/05 14:01 


S3 




:("5410726Vnj ::"5H230<&: | 
15530753" j||<5675724"),PN. ; : : 


: USPAT:- 


:|r aa: 


ION 


-2005/04/05:14:36; 


S4 


0 


"6047375".URPN. 


USPAT 


OR 


ON 


2005/04/05 14:36 


;s5 - ^ 




("4870681").PN1 1 


USPAT;: 
USOCR 


■III 




OFFA 


: 2664/67/68 17:21 


S6 


1 


("6101255").PN. 


USPAT; 
USOCR 


OR 


OFF 


2004/07/08 17:22 


:S7 • 


1 


C$i41422^).PN. : . ;;;],; 


"usPAt; •!= 


miiii 




'0|F;L :i [ 


2004/07/08 17:22 : 








pUSbCR;i;|: 








S8 


193 


(parallel or simultaneous$2) near3 
(cryptograph$2 or encrypt$3 or 
decrypt$3) near5 (process$3 or 
operational or function$l) 


US-PGPUB; 

1 ICOATi 

USPAT; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2005/04/05 14:37 


S9.;:' 1 


. -Ah'' 1 ' 


("6477646").PN. !! 


USPAT; : ; ,,. 






■pl F ! 1 


i 2004/07/08 18:16; 


S10 


15 


"4731843".URPN. 


;UbUtK: ::: :::: 
USPAT 


OR 




ON 


2005/04/05 15:01 


sii : 


:A.a : : ii;i 


("6378009").PN. ": 


USPAT; I L 


OR: 


OFF 


; 2Q04/07/P8 19:55 


S12 


i 

X 


f"6'?78021"'i PN 


USOGR = ■.;■ 

USPAT' 

USOCR 


OR 


OFF 




i;S13. ■ 




:( ,, 6378072 I, ),PNiii:; : ii! : : 


! USPAT;i H ; ; 
USOCR 






2004/07/08 20i27. 


S14 


0 


((multiple or plural$3 or second or 
other) near2 processor$2) same 
((dummy or fake) nearS 
(cryptograph$2 or encrypt$3 or 
decrypt$3) near3 (operation$l or 
functions or task$l or prosess$3)) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2005/04/05 15:01 


S15 


iiiiiiiiiiiHi 


(dunimy or fake) nearS J 
(cryptograph$2 or encrypt$3 or'^M 
decrypt$3) nearS (operation$l or ;! 1 
functions or task$l ;orprosess$3) 


US-PGPUB; 
USPAT; A:^ 
EPO; JPO; 

; DERWENT; 

I IB^ITDB ; 


OR 


on : : 


2065/04/05:15:03 


S16 


40 


(dummy or fake) near5 
(cryptograph$2 or encrypt$3 or 
decrypt$3) nearS (key$l or 
random near2 (value$l or 
number$l)) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2005/04/05 15:04 
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S17 


1 


meislahn and angelo.in. 


USPAT 


OR 


ON 


2004/07/09 12:48 


sis;. 




("4813024").PN;. : 


HJSPAT; r 


OR..-::; 


OFF. ! : : 


"= 2004/07/09 15:24: 






IUSOCR 


















S19 


7 


"4813024".URPN. 


USPAT 


OR 


ON 


2005/04/05 15:05 


S20 ; :. 


,;!:" 6 


feyt.in. arid berioitJnl;: 


US-PGPUB;;:; 
iusPAt; ;l : 
EPO;;JPO; 




ON 


: Jp04/07/6?14:06 




















: DERWENT: 








S21 


418 


kocher.in. 


US-PGPUB; 
USPAT 


OR 


ON 


2004/07/09 15:26 


S22 




fkbcher-patiLiri. : : .: 


: US-PGPUB; 


; pR : ;;;:|;' 


ON 


:?n04/07/09; 15:27 








:usf>At- 








7 

/ 


knrhpr in anrl f|pak4* npar^ 
cryptograph$2) 


USPAT 


OR 


ON 


2005/04/05 18*57 


:S24 


- 3026; 


; 7i3/172^n4;i92^193,20a ; : 
340;380/29-30;705/65.ccls. and:! 


'<■ US-PGPUB;:. 
USPATh : 


OR 


ON 


2005/04/05 15:06 






@ad< v 20000108>: : : 










S25 


361 


(713/172,174,192,193,200, 
340;380/29-30;705/65.ccls. and 
@ad<"20000108") and (((multiple 
or plural$3 or second or other) 
near2 processor$l) or 
multiprocessor or (parallel 
neari processing)) 


US-PGPUB; 
USPAT 


OR 


ON 


2004/07/09 18:07 


S26 ; 


152 


340;380/29-30;705/65.ccIs. arid ;- : 
@ad< M 200q0108") L and (((multiply 


. US-PGPUB; 
USPAT 


OR 


ON ;::; 


2005/04/05 15:07 






br iiiur^l$3 6r secbrid briothdr) 
near? prpcessor$l) or ; 
multiprocessor! or (parallel 
near3 processing)) ); and 
((cryptpgraph$2 or encrypt$3 or : : :; 


























decrypt$3) near3 (operation$l or 
processing or functional or ; 
;task$l)) ; : 










S27 


96 


(((713/172,174,192,193,200, 
340;380/29-30;705/65.ccls. and 
@ad<"20000108") and (((multiple 
or plural$3 or second or other) 
near2 processor$l) or 
multiprocessor or (parallel 
near3 processing)) ) and 
((cryptograph$2 or encrypt$3 or 
decrypt$3) near3 (operation$l or 
processing or function$l or 
task$l))) and (parallel or 
simultaneous$2) 


US-PGPUB; 
USPAT 


OR 


ON 


2004/07/09 17:56 
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S28 


40 


(713/172,174,192,193,200, 
340;380/29-30;705/65.ccls. and 
(u)ao< zuuuuiUo ; ana ( power 
consumption" near5 (anal$5 or 
monitor$3)) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/04/05 15:15 


5291 : 








!!OR; : ;;ji ;:; :| ; :|i 


iiQN I:; !-;:! 






((713/172>174,192,193>200, 


USrPGPUB; 1 


:::2004/07/Q9 18:10jj 






340;380/29-30;705/65.ccls. and • 


USPAT : 












: @ad< "20000108") and ("power 
consumption" near5 (anal$5 or . : 








































;m6nitor$3))) and ((extract$3 or^ 
lop : tein$3)jhear3 (secret or tey$i ; ; 














6r ihtdrWatioh'jj-j:;!;:.-::;.:; 










S30 


5 


(713/172,174,192,193,200, 
340;380/29-30;705/65.ccls. and 
@ad<"20000108") and 
("differential power analysis" or 
dpa) 


US-PGPUB; 
USPAT 


OR 


ON 


2004/07/09 18:44 


: S31 :;i 




(complementary near3 : ; : 
:rdperatidn$l):sameT(crypt6grap^ 
; 6r ;encrYP^3 : ordecrypt$3);:; 


US-PGPUB; 
USPAT; i ! : 
'■■ EPD; JPO; 
DERWENT; 
IBMJTDB 




PN-:,: i; 


2005/04/05 19:01: : 


S32 


84 


((random near3 (assign$3 or 
select$3 )) with $processor$l) and 
(cryptograph$2 or encrypt$3 or 
decrypt$3) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2005/04/05 19:03 


S12 


55 


((multiple or plural$3 or second or 
other) ;near2;processpr$2) i with : 
cryptograph$2 and 

: (@ad<*20601227" or 

; @ ; r!ad<"2p001227") 


US-PGPUB;: 
USPAT; ! : 
USOCR; 
EPO; JPO; 
DERWENT; 
IBMJTDB::/ 


OR 


ON 


2005/09/20 14: 18 ; 


S12 
7 


0 


S126 and ((dummy or fake) near 5 
(cryptograph$2 or encrypt$3 or 
decry pt$3)) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2005/09/20 14:24 


S12 1 


' ;: \i. 


S126 and ("differential power 
analysis" or dpa) : . . 


US-PGPUB; 

iUSPAT; 

USOCR; 

iEPO; JPO; 

DERWENT; 

IBMjrDB;; 


; OR 


bN 


2005/09)20 14:26 ; 


S12 
9 


14 


S126 and parallel 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2005/04/05 14:19 
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C1 


4 




1 ICDAT 


no 

UK 


UIN 


2005/04/05 14:36 


0 




"5530753" | "5675724").PN. 












::OlO::::: 


:::::::::::::::::::::::U:: 


:H And7'?7C : l 1DDM ::;:::::::::;::;;:::;:::::::::::::::::::::: ' : 

::::. 01/3/5 AD ::iUKrl>l;i :::::: 




"UK:::::::::::::::: 


::f\M ;;;;;;;;;; 

:\J\H :::::::::: 


2005/ 


04/05; 1:4:36: 


:::! . 
















S13 


128 


(parallel or simultaneous$2) near3 


US-PGPUB; 


OR 


ON 


2005/04/05 14:57 


2 




(cryptograph$2 or encrypt$3 or 


USPAT; 














decrypt$3) near5 (process$3 or 


USOCR; 














operational or function$l) and 


EPO; JPO; 














(@ad<"20001227" or 


DERWENT; 














@rlad<"20001227") 


IBM_TDB 










C1 *3 

::. . 


.:: 10- 


QA'V* 1 IDDM - 
: ri/ jlOt^ .UKrlN;::.; 


::t:|CDAT : — :::;: " ;: 
::UOrA;|:::::::::::::: 




::UI>I:::::::::: 


;: 2005/04/05 15:01 : 


S13 


0 


((multiple or plural$3 or second or 


US-PGPUB; 


OR 


ON 


2005/04/05 15:02 


5 




other) near2 processor$2) same 


USPAT; 














((dummy or fake) near5 


USOCR; 














(cryptograph$2 or encrypt$3 or 


EPO; JPO; 














decrypt$3) near3 (operation$l or 


DERWENT; 














lUllLUOllb Ol ldbK.pl Ol piObcbb^O J J 


TRM THR 
1DI V I_I L/D 










S13 

:::>::::::::::: 


8 


(dummy or;fake) near5 ; 


US-PGPUBj 


!:OR ! iii:: : ^ . 


ON, 


2005/04/05 15:03 


::.b:::::::::: 




(cryptograph$2 or encrypt$3 or : 
decrypt$3) near5 (operation$l or 


USPAT;:; 
EPO; JPO; 














rUnCtlOllb: Of LdbK^I OF prGbcSb^ J J :::::: 


::yEKyy : ElN:l >:: 














anu^^aus zuuuizz/ ; or : 


;;iorl : l Uo. 










S13 


25 


::\iUriaU<* "ZUUUl^Z/:: J :::::::::::::::: 

(dummy or fake) nearS 


US-PGPUB; 


OR 


ON 


2005/09/21 07:53 


7 




(cryptograph$2 or encrypt$3 or 


USPAT; 














decrypt$3) nearS (key$l or 


EPO; JPO; 














ranaom nearz ivaiue$i or 


UtKWtN I ; 














number$l)) and 


IBMJTDB 














(@ad<"20001227" or 
















@rlad<"20001227") 












;;'c:j!o:ii;i: 

:n 

;.o 


:;;!::;!ii:::i::::iiiiiQ:ii 

O ; 




::| ICDAT:: 


U.K.. 


-rtM .::::::::: 


: 2005/04/05 15:05: : 


S13 


3939 


713/172,174,192493,200, 


US-PGPUB; 


OR 


ON 


2005/09/21 07:58 


Q 




o*tu / jou/zy~ju / /uj/DD.ccis. ana 


1 ICDAT 
UorA 1 














^v9Jaa< ZUUUJ.ZZ/ or 




























;si4 ■ 




S139 abd "(((multiple or plural$3 or. 


US-PGPUB;^ 


-oR^f'.'- 


; on : ; '=■ 


2005/04/05 15:08! 


6 




I^bnd ]6r oth^lri^r^] ; 


USPAT ; 






























processor$l) or ^ multiprocessor^ 1 ; ;, 
















((cryptograph$2 pr;encrypt$3 on ;=;; 
















; decrypt$3) near3 (operation!! or [ 
: proe^irt^br fiirictioh^l or 
















ntask$i : )>Hnnnh:: 
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S14 
1 


28 


S139 and (((multiple or plural$3 or 
second or other) near2 
processor$l) or multiprocessor$l 
or (parallel near3 processing)) 
same ((cryptograph$2 or 
encrypt$3 or decrypt$3) near3 
(operation$l or processing or 
function$l or task$l)) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/04/05 15:08 


. ;j: si4i." 
:.'3\ : : : 


J : iJ : J;54 : : : 


Si 39 and . ("poy^^F :cbnsU i^iptjon" ^ ; ; : ^ 
:near5 (arial$5 brmonitor$3)) : ;jj §£. 


US^GPtiB' 

uspat - : W: 




■on . 


;:2005/64/d5 18:44 


S14 
4 


23 


S143 and ((extract$3 or obtain$3) 
near3 (secret or key$l or 
information)) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/04/05 15:16 


S14 

' 5.;, ■■ 


:;;:S: : i9- 


("464M6" | "4641347" 
;;?4725718" 1^757^37!' j . : 

"4775246" | "4802218" i ; 

"4831555" | "4853961" | : ^ 

"4932053" | "4997288" j M 
;"5500601" | "5533123" J : : 

5995629 | : 6154734 I - 
"6327661"; ; | "641915?" | : : v 

o^ycWJ^ | 6510518 j 

"6594760").PN. : 


US-PGPUB; ; 

USPAT-: 

USOCR 


!;OR;;T :: :f 


On " 


2005/04/05 15:24 


S14 
6 


32 


("4932053").URPN. 


USPAT 


OR 


ON 


2005/04/05 16:38 


S14 
7 




I ("4932053" | "5594493^ ; ; 
: "5796083" | M 5315577'^PN. ^ 


US-PGPUB;: 
USPAT;:: ^ 
USOCR 


•OR;, jpif • 


ON : 


;2O05/(M/p|l8:6l 


S15 
0 


50 


ugon-michel.in. 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2005/04/05 18:01 


! S15:i 

l : 


; r ; ; 23 i 


S139$nd ("power consumption 
nearS (arial$5 :br imonitor$3))i^d;:N 
: ((extract$3 or obtain$3) near3 
; (sector ;k^^ 


US-PGPUB; 

USPAT ;V;; 


OR : 


ON ' 


2005/04/0518:47 


S15 
2 


15 


S139 and ("differential power 
analysis" or dpa) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/04/05 18-47 


j sis : - 

; : 3' : 


• • } . M. 


kdth^Hin. arid; (leak$ riear3 := 
ci7ptograph$2) % 


US-PGPUB; 
! USPAT ;f . 




; oti ; J 


^005/04/05 18:57 1 


S15 
4 


25 


(complementary near3 
operation$l) same (cryptograph$2 
ur ciiLrypi^^ or aecrypupjj 


US-PGPUB; 

USPAT; 

UoULK; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2005/04/05 19:01 
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S15 
5 



57 



SIS 



S15 
9 



S16 

i(f;:-; 



S16 
1 



S16 
2 

S16 
3 

6 :: 



S16 
7 



S16: 

8 : 



:55 : 



18 



32 



26! 



2485 



64. 



((random near3 (assign$3 or 
select$3 )) with $processor$l) and 
(cryptograph$2 or encrypt$3 or 
decrypt$3) and (@ad<"20001227" 
or @rlad<"20001227") 

I ■ ((Mu Itipl^ ; or; plural$ 1 |6r i seco ncl : 6r ; : 
:'otherJ j hear2 processpr$2) with ; 
cryptograph$2 and: : : : 
! (@ad<'760bl227 H br^ : • 
; @r!ad<:' , 20P01227") ,; ; 



S156 and ((dummy or fake) near5 
(cryptograph$2 or encrypt$3 or 
decrypt$3 or program or 
operation)) 



S156 and:(."differentia!;;Rower 
analysis" br dpaj : - 



("4641346" | "4641347" | 
"4725718" | "4757537" | 
"4775246" | "4802218" | 
"4831555" | "4853961" | 
"4932053" | "4997288" | 
"5500601" | "5533123" | 
"5995629" | "6154734" | 
"6327661" | "6419159" | 
"6510518" | "6594760").PN. 

("4932053^);URPN.; ::: 

("4932053").PN. 

(dummy or fake) near5 : 
(cryptograph^^ or encrypt$3 or 
:jdecrypt$3) near5 (key$I;6r : 
[random; near2;(yalue$.l;otii; 
;number$l)) arid : i 
(@ad<"2000l227^br- 
:@Had<^2Q00i2li) :: ' : ;-;§;' 

713/172,174,192,193, 
340;380/29-30;705/65.ccls. and 
(@ad<"20001227" or 
@rlad<"20001227") 

- 1^!^ I 1 Af*^s£ ff^tMtl ^Bi H | p!G» vuf<eaH 1 1 1 1 1 1 1 1 1 1 
a haiysis" idpa ^rpdwepur : reht)iand!i 
dummy ' • 



US-PGPUB; 

USPAT; 

USOCR; 

CrU, JrU, 

DERWENT; 
IBM_TDB 


OR 


ON 


2005/04/05 19:03 


:US-PGPUB; 




lON:^: 


;;:2pQ5/ppb: 14:25 


, lUSPAT;-^^- 
: USdGR/ii: J;: 








EPOj.JPO; 
DERWENT; 








; IBMiTDB ii : 








US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2005/09/20 14:25 


USrPGPUB; 
USPAT; 
USOCR; 
•EPO; JPO; 
DERWENt; 
IBM_TDB 


OR 


ON 


2005/09/20 14:26 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2005/09/20 14:32 


: USPj^#f : 


ih ill in 


: j ON 


2005/09/20 15:02 


US-PGPUB; 
USPAT 


OR 


OFF 


2005/09/20 15:05 


U$-PGPUB; 
USPAT; :: 


'OR^l; 


on ; : 


2605/09/2107:54 


EPO; JPO; 
iDERWENT; : 
IBMlfDB 








US-PGPUB; 
USPAT 


OR 


ON 


2005/09/21 07:59 


:US-ft3PUBj!; 
USPAT 1;: 


;iO ; R-| i: , 


: : QN 


;2p05/09/21 08:0i ; 
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S16 
9 


2 


S168 and ((simultaneous$2 
concurrents Darallel "same time"! 
with dummy) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/09/21 08:03 


S17:l- 

;0 




S168 arid (simuttaheous$2 : 


US-PGPUB; I 

ysPAT:::::; 


hOR :f : . 


On 1 : : 


2005/09/21: 08:03; 




;;GonGurrent$2:paralle^ 








S17 
4 


510661 


(power current) nearS (analy$4 
consumption attack$3 monitor$3 
differential) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 

IBM_TDB 


OR 


ON 


2005/09/21 08:32 


i;S17.:i 

mm 


,524 


((dUmrtiy ^ uhrtet^sajry ^dditibnal): ; 
near? (process ioperation program : ; 


:US-PGPUB;ii: 
: USPAT; : 




/ON;j: : - 


2005/09/21 08:39 






, instruction)) :same (((second other: | 
another) near;2 ; (processor cpu 
. chip: unit)) c6$lprocessbr)i!;!; ;;; 


USOCR; 
EPO; JPO; 
.DERWENT; 














IBM^TDB 








S17 
7 


1130 


((dummy unnecessary additional) 
near2 (process operation program 
instruction)) with (paralle 
concurrent simultaneous "same 
time"} 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT* 

IBM_TDB 


OR 


ON 


2005/09/21 08:39 


:; Sl7iiii 

8 ;;; 




:S174and S176andS177 : 


US-PGPUB; 

; USPAT;;; 


::OR: ;: : :; ii r 


ON:;; ; 


20p5/09/2i;08:4l^ 








USOGR;? ; 
EPO;JPO; 














DERWENT; 

: IB^iTDB: 








S17 
9 


71 


S174 and S176 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2005/09/21 08:41 


S18 

6 . : 


. 3o: ; 


S174 and S176 and 
(@ad^"2000i227" 
@rlad<"20001227") ; 


US-PGPUB; : 
USPAT; i ; ; ; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM^TDB 


OR 


ON . 


2005/09/21 08:45 


S18 
1 


72 


S174 and S177 and 
(@ad<"20001227" or 
@rlad< "20001227") 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2005/09/21 10:04 



Search History 9/26/05 9:33:59 AM Page 7 

C:\Documents and Settings\MDinh\My Documents\EAST\Workspaces\09749142 Parallel Cryptographic Operations.wsp 



S18 
2 



:si8 

3 



35 (("side channel" "power analysis") 
near5 attack) and ((dummy 
$2necessary superfluous 
$2important $2relevant) near3 
(operation instruction process 
program)) 

S182;and (@ad^"20001227^ or 
@rlad<"2000i227!!) ; 



US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 



US^PGPUB; 
USPAT; 
USOCR; 
EPO-iiJPO; 
DERWENT; 
IBM_TDB 



OR 



OR 



ON 



ONi 



2005/09/21 10:08 



2005/09/21 



10:08 
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